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MARC BLANCHARD VIRUS DOCTEUR

 

22th September 2009 - Isomorphic Behaviors

  

  XP Computer:

 At 00:28:25, a file was created on the XP computers as Malicious Application Probe notifies:

 Robotization MAP on hybrid network has detected a suspicious activity :

 Date : Tue-22-Sep-2009_00_28_25

 Suspicious file : c:\windows\system32\LZDRXJMDKFKAHA

 This file contains the complete list of all the files of the hard drive. But what i can say after
analysis that this list doesn't contain the Windows structure.

 This file disapeared 30 seconds after its creation.

 On the Windows 2003:

 Confiker continues their jobs on the stabilized plateform as the following report on Windows
Server 2003:

 No. Time Source Destination Protocol Info

     15 2009-09-22 21:40:38.624951 192.168.1.10          vfdfbvkcvmm.org       TCP      4707 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 15 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4707 (4707), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

     16 2009-09-22 21:40:38.718696 192.168.1.10          vfdfbvkcvmm.org       TCP      4708 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 16 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
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(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4708 (4708), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

     18 2009-09-22 21:40:38.937446 192.168.1.10          vfdfbvkcvmm.org       TCP      4710 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 18 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4710 (4710), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

     35 2009-09-22 21:40:44.734145 192.168.1.10          vfdfbvkcvmm.org       TCP      4707 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 35 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4707 (4707), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

     36 2009-09-22 21:40:44.734167 192.168.1.10          vfdfbvkcvmm.org       TCP      4708 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 36 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4708 (4708), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

     38 2009-09-22 21:40:44.952860 192.168.1.10          vfdfbvkcvmm.org       TCP      4710 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 38 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4710 (4710), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

     85 2009-09-22 21:40:56.780982 192.168.1.10          vfdfbvkcvmm.org       TCP      4724 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460
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 Frame 85 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4724 (4724), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

     96 2009-09-22 21:40:57.954241 192.168.1.10          tawddgbpsj.cn         TCP      4726 > http SYN
Seq=0 Win=16384 Len=0 MSS=1460

 Frame 96 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4726
(4726), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

     98 2009-09-22 21:40:58.106610 192.168.1.10          vfdfbvkcvmm.org       TCP      4727 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 98 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4727 (4727), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    100 2009-09-22 21:40:58.193877 192.168.1.10          vfdfbvkcvmm.org       TCP      capmux > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 100 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
capmux (4728), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    103 2009-09-22 21:40:58.299865 192.168.1.10          vfdfbvkcvmm.org       TCP      4727 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 103 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4727 (4727), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

 

Site : Marc Blanchard Virus Docteur Article : 22th September 2009 - Isomorphic Behaviors

SYN
SYN
SYN
ACK
http://marc-blanchard.com/blog
http://marc-blanchard.com/blog/index.php/2009/09/22/72-22th-september-2009-isomorphic-behaviors


4

   104 2009-09-22 21:40:58.299919 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 104 (204 bytes on wire, 204 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4727 (4727), Dst Port: http (80), Seq: 1, Ack: 1, Len: 150 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    106 2009-09-22 21:40:58.331829 192.168.1.10          tawddgbpsj.cn         TCP      4726 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 106 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4726
(4726), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    107 2009-09-22 21:40:58.331883 192.168.1.10          tawddgbpsj.cn         HTTP     GET
/search?q=0 HTTP/1.0

 Frame 107 (202 bytes on wire, 202 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4726
(4726), Dst Port: http (80), Seq: 1, Ack: 1, Len: 148 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    109 2009-09-22 21:40:58.352573 192.168.1.10          vfdfbvkcvmm.org       TCP      4729 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 109 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4729 (4729), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    115 2009-09-22 21:40:58.731420 192.168.1.10          tawddgbpsj.cn         TCP      4726 > http FIN,
ACK  Seq=149 Ack=150 Win=17275 Len=0

 Frame 115 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4726
(4726), Dst Port: http (80), Seq: 149, Ack: 150, Len: 0
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 No. Time Source Destination Protocol Info

    117 2009-09-22 21:40:58.731723 192.168.1.10          tawddgbpsj.cn         TCP      4726 > http 
RST, ACK  Seq=150 Ack=242 Win=0 Len=0

 Frame 117 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4726
(4726), Dst Port: http (80), Seq: 150, Ack: 242, Len: 0

 No. Time Source Destination Protocol Info

    125 2009-09-22 21:40:59.108453 192.168.1.10          tawddgbpsj.cn         TCP      4726 > http 
RST  Seq=150 Win=0 Len=0

 Frame 125 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4726
(4726), Dst Port: http (80), Seq: 150, Len: 0

 No. Time Source Destination Protocol Info

    130 2009-09-22 21:40:59.827278 192.168.1.10          vfdfbvkcvmm.org       TCP      4724 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 130 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4724 (4724), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    139 2009-09-22 21:41:01.139765 192.168.1.10          vfdfbvkcvmm.org       TCP      capmux > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 139 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
capmux (4728), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    141 2009-09-22 21:41:01.249130 192.168.1.10          vfdfbvkcvmm.org       TCP      4729 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 141 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
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(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4729 (4729), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    158 2009-09-22 21:41:05.842697 192.168.1.10          vfdfbvkcvmm.org       TCP      4724 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 158 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4724 (4724), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    167 2009-09-22 21:41:07.155138 192.168.1.10          vfdfbvkcvmm.org       TCP      capmux > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 167 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
capmux (4728), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    169 2009-09-22 21:41:07.264501 192.168.1.10          vfdfbvkcvmm.org       TCP      4729 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 169 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4729 (4729), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    239 2009-09-22 21:41:20.628256 192.168.1.10          vfdfbvkcvmm.org       TCP      openhpid >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 239 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
openhpid (4743), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    241 2009-09-22 21:41:20.655744 192.168.1.10          vfdfbvkcvmm.org       TCP      ifsp > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460
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 Frame 241 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
ifsp (4744), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    243 2009-09-22 21:41:20.683836 192.168.1.10          vfdfbvkcvmm.org       TCP      fmp > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 243 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
fmp (4745), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    245 2009-09-22 21:41:20.704431 192.168.1.10          vfdfbvkcvmm.org       TCP      4746 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 245 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4746 (4746), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    247 2009-09-22 21:41:20.710867 192.168.1.10          vfdfbvkcvmm.org       TCP      4747 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 247 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4747 (4747), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    249 2009-09-22 21:41:20.715249 192.168.1.10          gmsjljnp.ws           TCP      4748 > http SYN
Seq=0 Win=16384 Len=0 MSS=1460

 Frame 249 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: gmsjljnp.ws (74.208.164.166) Transmission Control Protocol, Src Port:
4748 (4748), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info
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   252 2009-09-22 21:41:20.869612 192.168.1.10          vfdfbvkcvmm.org       TCP      fmp > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 252 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
fmp (4745), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    253 2009-09-22 21:41:20.869670 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 253 (203 bytes on wire, 203 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
fmp (4745), Dst Port: http (80), Seq: 1, Ack: 1, Len: 149 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    277 2009-09-22 21:41:23.560784 192.168.1.10          vfdfbvkcvmm.org       TCP      4747 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 277 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4747 (4747), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    278 2009-09-22 21:41:23.560805 192.168.1.10          vfdfbvkcvmm.org       TCP      ifsp > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 278 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
ifsp (4744), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    279 2009-09-22 21:41:23.560815 192.168.1.10          vfdfbvkcvmm.org       TCP      4746 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 279 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4746 (4746), Dst Port: http (80), Seq: 0, Len: 0
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 No. Time Source Destination Protocol Info

    280 2009-09-22 21:41:23.560824 192.168.1.10          gmsjljnp.ws           TCP      4748 > http SYN
Seq=0 Win=16384 Len=0 MSS=1460

 Frame 280 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: gmsjljnp.ws (74.208.164.166) Transmission Control Protocol, Src Port:
4748 (4748), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    281 2009-09-22 21:41:23.670154 192.168.1.10          vfdfbvkcvmm.org       TCP      openhpid >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 281 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
openhpid (4743), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    304 2009-09-22 21:41:29.576149 192.168.1.10          vfdfbvkcvmm.org       TCP      4747 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 304 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4747 (4747), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    305 2009-09-22 21:41:29.576169 192.168.1.10          gmsjljnp.ws           TCP      4748 > http SYN
Seq=0 Win=16384 Len=0 MSS=1460

 Frame 305 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: gmsjljnp.ws (74.208.164.166) Transmission Control Protocol, Src Port:
4748 (4748), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    306 2009-09-22 21:41:29.576178 192.168.1.10          vfdfbvkcvmm.org       TCP      4746 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 306 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
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(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4746 (4746), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    307 2009-09-22 21:41:29.576186 192.168.1.10          vfdfbvkcvmm.org       TCP      ifsp > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 307 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
ifsp (4744), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    308 2009-09-22 21:41:29.685529 192.168.1.10          vfdfbvkcvmm.org       TCP      openhpid >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 308 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
openhpid (4743), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    365 2009-09-22 21:41:42.898109 192.168.1.10          tawddgbpsj.cn         TCP      4763 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 365 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4763
(4763), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    367 2009-09-22 21:41:43.137650 192.168.1.10          vfdfbvkcvmm.org       TCP      4764 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 367 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
4764 (4764), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    369 2009-09-22 21:41:43.142450 192.168.1.10          vfdfbvkcvmm.org       TCP      4765 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460
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 Frame 369 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4765 (4765), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    371 2009-09-22 21:41:43.192220 192.168.1.10          vfdfbvkcvmm.org       TCP      4765 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 371 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4765 (4765), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    372 2009-09-22 21:41:43.192327 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 372 (201 bytes on wire, 201 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4765 (4765), Dst Port: http (80), Seq: 1, Ack: 1, Len: 147 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    376 2009-09-22 21:41:43.243850 192.168.1.10          vfdfbvkcvmm.org       TCP      4766 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 376 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4766 (4766), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    378 2009-09-22 21:41:43.247061 192.168.1.10          vfdfbvkcvmm.org       TCP      4765 > http 
FIN, ACK  Seq=148 Ack=499 Win=16926 Len=0

 Frame 378 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4765 (4765), Dst Port: http (80), Seq: 148, Ack: 499, Len: 0

 No. Time Source Destination Protocol Info
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   380 2009-09-22 21:41:43.247435 192.168.1.10          vfdfbvkcvmm.org       TCP      4765 > http 
ACK  Seq=149 Ack=500 Win=16926 Len=0

 Frame 380 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4765 (4765), Dst Port: http (80), Seq: 149, Ack: 500, Len: 0

 No. Time Source Destination Protocol Info

    382 2009-09-22 21:41:43.275754 192.168.1.10          tawddgbpsj.cn         TCP      4763 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 382 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4763
(4763), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    383 2009-09-22 21:41:43.275789 192.168.1.10          tawddgbpsj.cn         HTTP     GET
/search?q=0 HTTP/1.0

 Frame 383 (202 bytes on wire, 202 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4763
(4763), Dst Port: http (80), Seq: 1, Ack: 1, Len: 148 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    390 2009-09-22 21:41:43.655645 192.168.1.10          tawddgbpsj.cn         TCP      4763 > http FIN,
ACK  Seq=149 Ack=150 Win=17275 Len=0

 Frame 390 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4763
(4763), Dst Port: http (80), Seq: 149, Ack: 150, Len: 0

 No. Time Source Destination Protocol Info

    392 2009-09-22 21:41:43.655909 192.168.1.10          tawddgbpsj.cn         TCP      4763 > http 
RST, ACK  Seq=150 Ack=242 Win=0 Len=0

 Frame 392 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4763
(4763), Dst Port: http (80), Seq: 150, Ack: 242, Len: 0
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 No. Time Source Destination Protocol Info

    399 2009-09-22 21:41:44.032049 192.168.1.10          tawddgbpsj.cn         TCP      4763 > http 
RST  Seq=150 Win=0 Len=0

 Frame 399 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4763
(4763), Dst Port: http (80), Seq: 150, Len: 0

 No. Time Source Destination Protocol Info

    410 2009-09-22 21:41:46.200543 192.168.1.10          vfdfbvkcvmm.org       TCP      4764 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 410 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
4764 (4764), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    411 2009-09-22 21:41:46.200566 192.168.1.10          vfdfbvkcvmm.org       TCP      4766 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 411 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4766 (4766), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    436 2009-09-22 21:41:52.325327 192.168.1.10          vfdfbvkcvmm.org       TCP      4766 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 436 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4766 (4766), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    437 2009-09-22 21:41:52.325344 192.168.1.10          vfdfbvkcvmm.org       TCP      4764 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 437 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
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(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
4764 (4764), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    509 2009-09-22 21:42:05.374215 192.168.1.10          tawddgbpsj.cn         TCP      4780 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 509 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4780
(4780), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    511 2009-09-22 21:42:05.607489 192.168.1.10          vfdfbvkcvmm.org       TCP      4781 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 511 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
4781 (4781), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    513 2009-09-22 21:42:05.612586 192.168.1.10          vfdfbvkcvmm.org       TCP      4782 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 513 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4782 (4782), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    515 2009-09-22 21:42:05.668720 192.168.1.10          vfdfbvkcvmm.org       TCP      4783 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 515 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4783 (4783), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    517 2009-09-22 21:42:05.718860 192.168.1.10          vfdfbvkcvmm.org       TCP      bfd-multi-ctl >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460
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 Frame 517 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
bfd-multi-ctl (4784), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    519 2009-09-22 21:42:05.751473 192.168.1.10          tawddgbpsj.cn         TCP      4780 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 519 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4780
(4780), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    520 2009-09-22 21:42:05.751513 192.168.1.10          tawddgbpsj.cn         HTTP     GET
/search?q=0 HTTP/1.0

 Frame 520 (202 bytes on wire, 202 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4780
(4780), Dst Port: http (80), Seq: 1, Ack: 1, Len: 148 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    522 2009-09-22 21:42:05.792857 192.168.1.10          vfdfbvkcvmm.org       TCP      4781 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 522 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
4781 (4781), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    523 2009-09-22 21:42:05.792880 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 523 (203 bytes on wire, 203 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
4781 (4781), Dst Port: http (80), Seq: 1, Ack: 1, Len: 149 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info
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   532 2009-09-22 21:42:06.130784 192.168.1.10          tawddgbpsj.cn         TCP      4780 > http FIN,
ACK  Seq=149 Ack=150 Win=17275 Len=0

 Frame 532 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4780
(4780), Dst Port: http (80), Seq: 149, Ack: 150, Len: 0

 No. Time Source Destination Protocol Info

    534 2009-09-22 21:42:06.131048 192.168.1.10          tawddgbpsj.cn         TCP      4780 > http 
RST, ACK  Seq=150 Ack=242 Win=0 Len=0

 Frame 534 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4780
(4780), Dst Port: http (80), Seq: 150, Ack: 242, Len: 0

 No. Time Source Destination Protocol Info

    541 2009-09-22 21:42:06.507437 192.168.1.10          tawddgbpsj.cn         TCP      4780 > http 
RST  Seq=150 Win=0 Len=0

 Frame 541 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4780
(4780), Dst Port: http (80), Seq: 150, Len: 0

 No. Time Source Destination Protocol Info

    555 2009-09-22 21:42:08.621554 192.168.1.10          vfdfbvkcvmm.org       TCP      4782 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 555 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4782 (4782), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    556 2009-09-22 21:42:08.621566 192.168.1.10          vfdfbvkcvmm.org       TCP      bfd-multi-ctl >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 556 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
bfd-multi-ctl (4784), Dst Port: http (80), Seq: 0, Len: 0
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 No. Time Source Destination Protocol Info

    557 2009-09-22 21:42:08.621584 192.168.1.10          vfdfbvkcvmm.org       TCP      4783 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 557 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4783 (4783), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    577 2009-09-22 21:42:14.636971 192.168.1.10          vfdfbvkcvmm.org       TCP      4782 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 577 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4782 (4782), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    578 2009-09-22 21:42:14.636981 192.168.1.10          vfdfbvkcvmm.org       TCP      bfd-multi-ctl >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 578 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
bfd-multi-ctl (4784), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    579 2009-09-22 21:42:14.637003 192.168.1.10          vfdfbvkcvmm.org       TCP      4783 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 579 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4783 (4783), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    581 2009-09-22 21:42:14.814282 192.168.1.10          vfdfbvkcvmm.org       TCP      4782 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 581 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
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(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4782 (4782), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    582 2009-09-22 21:42:14.814352 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 582 (204 bytes on wire, 204 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4782 (4782), Dst Port: http (80), Seq: 1, Ack: 1, Len: 150 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    586 2009-09-22 21:42:14.995692 192.168.1.10          vfdfbvkcvmm.org       TCP      4782 > http 
ACK  Seq=151 Ack=19 Win=17407 Len=0

 Frame 586 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4782 (4782), Dst Port: http (80), Seq: 151, Ack: 19, Len: 0

 No. Time Source Destination Protocol Info

    587 2009-09-22 21:42:14.995731 192.168.1.10          vfdfbvkcvmm.org       TCP      4782 > http 
FIN, ACK  Seq=151 Ack=19 Win=17407 Len=0

 Frame 587 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4782 (4782), Dst Port: http (80), Seq: 151, Ack: 19, Len: 0

 No. Time Source Destination Protocol Info

    652 2009-09-22 21:42:27.794408 192.168.1.10          tawddgbpsj.cn         TCP      notateit > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 652 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
notateit (4803), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    658 2009-09-22 21:42:28.040427 192.168.1.10          vfdfbvkcvmm.org       TCP      4804 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460
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 Frame 658 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4804 (4804), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    660 2009-09-22 21:42:28.078326 192.168.1.10          vfdfbvkcvmm.org       TCP      4805 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 660 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
4805 (4805), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    662 2009-09-22 21:42:28.171245 192.168.1.10          tawddgbpsj.cn         TCP      notateit > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 662 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
notateit (4803), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    663 2009-09-22 21:42:28.171336 192.168.1.10          tawddgbpsj.cn         HTTP     GET
/search?q=0 HTTP/1.0

 Frame 663 (202 bytes on wire, 202 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
notateit (4803), Dst Port: http (80), Seq: 1, Ack: 1, Len: 148 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    669 2009-09-22 21:42:28.550694 192.168.1.10          tawddgbpsj.cn         TCP      notateit > http 
FIN, ACK  Seq=149 Ack=150 Win=17275 Len=0

 Frame 669 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
notateit (4803), Dst Port: http (80), Seq: 149, Ack: 150, Len: 0

 No. Time Source Destination Protocol Info
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   671 2009-09-22 21:42:28.550994 192.168.1.10          tawddgbpsj.cn         TCP      notateit > http 
RST, ACK  Seq=150 Ack=242 Win=0 Len=0

 Frame 671 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
notateit (4803), Dst Port: http (80), Seq: 150, Ack: 242, Len: 0

 No. Time Source Destination Protocol Info

    681 2009-09-22 21:42:28.927207 192.168.1.10          tawddgbpsj.cn         TCP      notateit > http 
RST  Seq=150 Win=0 Len=0

 Frame 681 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
notateit (4803), Dst Port: http (80), Seq: 150, Len: 0

 No. Time Source Destination Protocol Info

    697 2009-09-22 21:42:30.933213 192.168.1.10          vfdfbvkcvmm.org       TCP      4805 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 697 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
4805 (4805), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    698 2009-09-22 21:42:30.933214 192.168.1.10          vfdfbvkcvmm.org       TCP      4804 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 698 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4804 (4804), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    720 2009-09-22 21:42:36.948606 192.168.1.10          vfdfbvkcvmm.org       TCP      4805 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 720 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
4805 (4805), Dst Port: http (80), Seq: 0, Len: 0
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 No. Time Source Destination Protocol Info

    721 2009-09-22 21:42:36.948692 192.168.1.10          vfdfbvkcvmm.org       TCP      4804 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 721 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4804 (4804), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    802 2009-09-22 21:42:50.278340 192.168.1.10          tawddgbpsj.cn         TCP      4819 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 802 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4819
(4819), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    806 2009-09-22 21:42:50.531767 192.168.1.10          vfdfbvkcvmm.org       TCP      4820 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 806 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4820 (4820), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    808 2009-09-22 21:42:50.545537 192.168.1.10          vfdfbvkcvmm.org       TCP      4821 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 808 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4821 (4821), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    810 2009-09-22 21:42:50.654747 192.168.1.10          tawddgbpsj.cn         TCP      4819 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 810 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
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(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4819
(4819), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    811 2009-09-22 21:42:50.654793 192.168.1.10          tawddgbpsj.cn         HTTP     GET
/search?q=0 HTTP/1.0

 Frame 811 (202 bytes on wire, 202 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4819
(4819), Dst Port: http (80), Seq: 1, Ack: 1, Len: 148 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    813 2009-09-22 21:42:50.682662 192.168.1.10          vfdfbvkcvmm.org       TCP      4822 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 813 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4822 (4822), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    818 2009-09-22 21:42:51.033846 192.168.1.10          tawddgbpsj.cn         TCP      4819 > http FIN,
ACK  Seq=149 Ack=150 Win=17275 Len=0

 Frame 818 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4819
(4819), Dst Port: http (80), Seq: 149, Ack: 150, Len: 0

 No. Time Source Destination Protocol Info

    820 2009-09-22 21:42:51.034181 192.168.1.10          tawddgbpsj.cn         TCP      4819 > http 
RST, ACK  Seq=150 Ack=242 Win=0 Len=0

 Frame 820 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4819
(4819), Dst Port: http (80), Seq: 150, Ack: 242, Len: 0

 No. Time Source Destination Protocol Info

    827 2009-09-22 21:42:51.409943 192.168.1.10          tawddgbpsj.cn         TCP      4819 > http 
RST  Seq=150 Win=0 Len=0
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 Frame 827 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4819
(4819), Dst Port: http (80), Seq: 150, Len: 0

 No. Time Source Destination Protocol Info

    840 2009-09-22 21:42:53.463655 192.168.1.10          vfdfbvkcvmm.org       TCP      4821 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 840 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4821 (4821), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    841 2009-09-22 21:42:53.463657 192.168.1.10          vfdfbvkcvmm.org       TCP      4820 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 841 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4820 (4820), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    843 2009-09-22 21:42:53.682379 192.168.1.10          vfdfbvkcvmm.org       TCP      4822 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 843 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4822 (4822), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    863 2009-09-22 21:42:59.479000 192.168.1.10          vfdfbvkcvmm.org       TCP      4821 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 863 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4821 (4821), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info
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   864 2009-09-22 21:42:59.479069 192.168.1.10          vfdfbvkcvmm.org       TCP      4820 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 864 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4820 (4820), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    865 2009-09-22 21:42:59.697741 192.168.1.10          vfdfbvkcvmm.org       TCP      4822 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 865 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4822 (4822), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    869 2009-09-22 21:42:59.745640 192.168.1.10          vfdfbvkcvmm.org       TCP      4822 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 869 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4822 (4822), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    870 2009-09-22 21:42:59.745711 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 870 (201 bytes on wire, 201 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4822 (4822), Dst Port: http (80), Seq: 1, Ack: 1, Len: 147 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    873 2009-09-22 21:42:59.796716 192.168.1.10          vfdfbvkcvmm.org       TCP      4822 > http 
FIN, ACK  Seq=148 Ack=499 Win=16926 Len=0

 Frame 873 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4822 (4822), Dst Port: http (80), Seq: 148, Ack: 499, Len: 0
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 No. Time Source Destination Protocol Info

    875 2009-09-22 21:42:59.797092 192.168.1.10          vfdfbvkcvmm.org       TCP      4822 > http 
ACK  Seq=149 Ack=500 Win=16926 Len=0

 Frame 875 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4822 (4822), Dst Port: http (80), Seq: 149, Ack: 500, Len: 0

 No. Time Source Destination Protocol Info

    948 2009-09-22 21:43:12.846938 192.168.1.10          vfdfbvkcvmm.org       TCP      varadero-0 >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 948 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
varadero-0 (4837), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    950 2009-09-22 21:43:12.875174 192.168.1.10          vfdfbvkcvmm.org       TCP      varadero-1 >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 950 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
varadero-1 (4838), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    952 2009-09-22 21:43:12.878593 192.168.1.10          vfdfbvkcvmm.org       TCP      varadero-2 >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 952 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
varadero-2 (4839), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    954 2009-09-22 21:43:12.949291 192.168.1.10          vfdfbvkcvmm.org       TCP      opcua-tcp >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 954 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
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(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
opcua-tcp (4840), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    957 2009-09-22 21:43:13.029402 192.168.1.10          vfdfbvkcvmm.org       TCP      quosa > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 957 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
quosa (4841), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    959 2009-09-22 21:43:13.032510 192.168.1.10          vfdfbvkcvmm.org       TCP      varadero-0 >
http ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 959 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
varadero-0 (4837), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    960 2009-09-22 21:43:13.032586 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 960 (203 bytes on wire, 203 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
varadero-0 (4837), Dst Port: http (80), Seq: 1, Ack: 1, Len: 149 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    962 2009-09-22 21:43:13.060409 192.168.1.10          vfdfbvkcvmm.org       TCP      varadero-1 >
http ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 962 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
varadero-1 (4838), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

    963 2009-09-22 21:43:13.060450 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0
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 Frame 963 (203 bytes on wire, 203 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
varadero-1 (4838), Dst Port: http (80), Seq: 1, Ack: 1, Len: 149 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    987 2009-09-22 21:43:15.884669 192.168.1.10          vfdfbvkcvmm.org       TCP      varadero-2 >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 987 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
varadero-2 (4839), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    989 2009-09-22 21:43:15.994030 192.168.1.10          vfdfbvkcvmm.org       TCP      opcua-tcp >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 989 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
opcua-tcp (4840), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    990 2009-09-22 21:43:15.994050 192.168.1.10          vfdfbvkcvmm.org       TCP      quosa > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 990 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
quosa (4841), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

    992 2009-09-22 21:43:16.043216 192.168.1.10          vfdfbvkcvmm.org       TCP      quosa > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 992 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
quosa (4841), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info
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   993 2009-09-22 21:43:16.043341 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 993 (201 bytes on wire, 201 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
quosa (4841), Dst Port: http (80), Seq: 1, Ack: 1, Len: 147 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

    996 2009-09-22 21:43:16.095201 192.168.1.10          vfdfbvkcvmm.org       TCP      quosa > http 
FIN, ACK  Seq=148 Ack=499 Win=16926 Len=0

 Frame 996 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
quosa (4841), Dst Port: http (80), Seq: 148, Ack: 499, Len: 0

 No. Time Source Destination Protocol Info

    998 2009-09-22 21:43:16.095611 192.168.1.10          vfdfbvkcvmm.org       TCP      quosa > http 
ACK  Seq=149 Ack=500 Win=16926 Len=0

 Frame 998 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
quosa (4841), Dst Port: http (80), Seq: 149, Ack: 500, Len: 0

 No. Time Source Destination Protocol Info

   1020 2009-09-22 21:43:21.900030 192.168.1.10          vfdfbvkcvmm.org       TCP      varadero-2 >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1020 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
varadero-2 (4839), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1021 2009-09-22 21:43:22.025059 192.168.1.10          vfdfbvkcvmm.org       TCP      opcua-tcp >
http SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1021 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
opcua-tcp (4840), Dst Port: http (80), Seq: 0, Len: 0
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 No. Time Source Destination Protocol Info

   1095 2009-09-22 21:43:35.318651 192.168.1.10          vfdfbvkcvmm.org       TCP      4855 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1095 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4855 (4855), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1097 2009-09-22 21:43:35.326695 192.168.1.10          vfdfbvkcvmm.org       TCP      4856 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1097 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
4856 (4856), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1100 2009-09-22 21:43:35.504916 192.168.1.10          vfdfbvkcvmm.org       TCP      4857 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1100 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
4857 (4857), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1104 2009-09-22 21:43:35.689957 192.168.1.10          vfdfbvkcvmm.org       TCP      4857 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 1104 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
4857 (4857), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

   1105 2009-09-22 21:43:35.690011 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 1105 (203 bytes on wire, 203 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10

Site : Marc Blanchard Virus Docteur Article : 22th September 2009 - Isomorphic Behaviors

SYN
SYN
SYN
ACK
http://marc-blanchard.com/blog
http://marc-blanchard.com/blog/index.php/2009/09/22/72-22th-september-2009-isomorphic-behaviors


30

(192.168.1.10), Dst: vfdfbvkcvmm.org (149.20.56.32) Transmission Control Protocol, Src Port:
4857 (4857), Dst Port: http (80), Seq: 1, Ack: 1, Len: 149 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

   1128 2009-09-22 21:43:38.305695 192.168.1.10          vfdfbvkcvmm.org       TCP      4855 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1128 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4855 (4855), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1129 2009-09-22 21:43:38.305709 192.168.1.10          vfdfbvkcvmm.org       TCP      4856 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1129 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
4856 (4856), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1153 2009-09-22 21:43:44.321054 192.168.1.10          vfdfbvkcvmm.org       TCP      4855 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1153 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4855 (4855), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1154 2009-09-22 21:43:44.321064 192.168.1.10          vfdfbvkcvmm.org       TCP      4856 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1154 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (205.188.161.4) Transmission Control Protocol, Src Port:
4856 (4856), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1230 2009-09-22 21:43:57.525059 192.168.1.10          tawddgbpsj.cn         TCP      wired > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460
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 Frame 1230 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: wired
(4871), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1236 2009-09-22 21:43:57.526780 192.168.1.10          tawddgbpsj.cn         TCP      4872 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1236 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4872
(4872), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1238 2009-09-22 21:43:57.626635 192.168.1.10          vfdfbvkcvmm.org       TCP      4873 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1238 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4873 (4873), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1240 2009-09-22 21:43:57.677167 192.168.1.10          vfdfbvkcvmm.org       TCP      4875 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1240 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4875 (4875), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1242 2009-09-22 21:43:57.705992 192.168.1.10          vfdfbvkcvmm.org       TCP      4876 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1242 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4876 (4876), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info
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  1244 2009-09-22 21:43:57.733201 192.168.1.10          vfdfbvkcvmm.org       TCP      4877 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1244 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4877 (4877), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1246 2009-09-22 21:43:57.819718 192.168.1.10          vfdfbvkcvmm.org       TCP      4873 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 1246 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4873 (4873), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

   1247 2009-09-22 21:43:57.819763 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 1247 (204 bytes on wire, 204 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4873 (4873), Dst Port: http (80), Seq: 1, Ack: 1, Len: 150 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

   1249 2009-09-22 21:43:57.872293 192.168.1.10          vfdfbvkcvmm.org       TCP      4878 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1249 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4878 (4878), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1251 2009-09-22 21:43:57.901156 192.168.1.10          vfdfbvkcvmm.org       TCP      4879 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1251 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4879 (4879), Dst Port: http (80), Seq: 0, Len: 0
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 No. Time Source Destination Protocol Info

   1253 2009-09-22 21:43:57.902804 192.168.1.10          tawddgbpsj.cn         TCP      wired > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 1253 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: wired
(4871), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

   1254 2009-09-22 21:43:57.902836 192.168.1.10          tawddgbpsj.cn         HTTP     GET
/search?q=0 HTTP/1.0

 Frame 1254 (202 bytes on wire, 202 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: wired
(4871), Dst Port: http (80), Seq: 1, Ack: 1, Len: 148 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

   1256 2009-09-22 21:43:57.905096 192.168.1.10          tawddgbpsj.cn         TCP      4872 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 1256 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4872
(4872), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

   1257 2009-09-22 21:43:57.905121 192.168.1.10          tawddgbpsj.cn         HTTP     GET
/search?q=0 HTTP/1.0

 Frame 1257 (202 bytes on wire, 202 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4872
(4872), Dst Port: http (80), Seq: 1, Ack: 1, Len: 148 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

   1259 2009-09-22 21:43:57.920611 192.168.1.10          vfdfbvkcvmm.org       TCP      4878 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 1259 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10

Site : Marc Blanchard Virus Docteur Article : 22th September 2009 - Isomorphic Behaviors

ACK
ACK
ACK
http://marc-blanchard.com/blog
http://marc-blanchard.com/blog/index.php/2009/09/22/72-22th-september-2009-isomorphic-behaviors


34

(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4878 (4878), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

   1260 2009-09-22 21:43:57.920692 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 1260 (201 bytes on wire, 201 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4878 (4878), Dst Port: http (80), Seq: 1, Ack: 1, Len: 147 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

   1263 2009-09-22 21:43:57.972331 192.168.1.10          vfdfbvkcvmm.org       TCP      4878 > http 
FIN, ACK  Seq=148 Ack=499 Win=16926 Len=0

 Frame 1263 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4878 (4878), Dst Port: http (80), Seq: 148, Ack: 499, Len: 0

 No. Time Source Destination Protocol Info

   1265 2009-09-22 21:43:57.972685 192.168.1.10          vfdfbvkcvmm.org       TCP      4878 > http 
ACK  Seq=149 Ack=500 Win=16926 Len=0

 Frame 1265 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4878 (4878), Dst Port: http (80), Seq: 149, Ack: 500, Len: 0

 No. Time Source Destination Protocol Info

   1271 2009-09-22 21:43:58.095267 192.168.1.10          vfdfbvkcvmm.org       TCP      4879 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 1271 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4879 (4879), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

   1272 2009-09-22 21:43:58.095350 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0
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 Frame 1272 (204 bytes on wire, 204 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4879 (4879), Dst Port: http (80), Seq: 1, Ack: 1, Len: 150 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

   1276 2009-09-22 21:43:58.284384 192.168.1.10          tawddgbpsj.cn         TCP      wired > http 
FIN, ACK  Seq=149 Ack=150 Win=17275 Len=0

 Frame 1276 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: wired
(4871), Dst Port: http (80), Seq: 149, Ack: 150, Len: 0

 No. Time Source Destination Protocol Info

   1278 2009-09-22 21:43:58.285093 192.168.1.10          tawddgbpsj.cn         TCP      wired > http 
RST, ACK  Seq=150 Ack=242 Win=0 Len=0

 Frame 1278 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: wired
(4871), Dst Port: http (80), Seq: 150, Ack: 242, Len: 0

 No. Time Source Destination Protocol Info

   1281 2009-09-22 21:43:58.287557 192.168.1.10          tawddgbpsj.cn         TCP      4872 > http 
FIN, ACK  Seq=149 Ack=150 Win=17275 Len=0

 Frame 1281 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4872
(4872), Dst Port: http (80), Seq: 149, Ack: 150, Len: 0

 No. Time Source Destination Protocol Info

   1283 2009-09-22 21:43:58.287810 192.168.1.10          tawddgbpsj.cn         TCP      4872 > http 
RST, ACK  Seq=150 Ack=242 Win=0 Len=0

 Frame 1283 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4872
(4872), Dst Port: http (80), Seq: 150, Ack: 242, Len: 0

 No. Time Source Destination Protocol Info
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  1288 2009-09-22 21:43:58.661064 192.168.1.10          tawddgbpsj.cn         TCP      wired > http 
RST  Seq=150 Win=0 Len=0

 Frame 1288 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: wired
(4871), Dst Port: http (80), Seq: 150, Len: 0

 No. Time Source Destination Protocol Info

   1290 2009-09-22 21:43:58.663628 192.168.1.10          tawddgbpsj.cn         TCP      4872 > http 
RST  Seq=150 Win=0 Len=0

 Frame 1290 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4872
(4872), Dst Port: http (80), Seq: 150, Len: 0

 No. Time Source Destination Protocol Info

   1297 2009-09-22 21:44:00.617329 192.168.1.10          vfdfbvkcvmm.org       TCP      4876 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1297 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4876 (4876), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1298 2009-09-22 21:44:00.617343 192.168.1.10          vfdfbvkcvmm.org       TCP      4877 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1298 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4877 (4877), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1299 2009-09-22 21:44:00.726689 192.168.1.10          vfdfbvkcvmm.org       TCP      4875 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1299 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4875 (4875), Dst Port: http (80), Seq: 0, Len: 0
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 No. Time Source Destination Protocol Info

   1315 2009-09-22 21:44:06.648367 192.168.1.10          vfdfbvkcvmm.org       TCP      4877 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1315 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (97.74.200.45) Transmission Control Protocol, Src Port:
4877 (4877), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1316 2009-09-22 21:44:06.648389 192.168.1.10          vfdfbvkcvmm.org       TCP      4876 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1316 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4876 (4876), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1317 2009-09-22 21:44:06.742113 192.168.1.10          vfdfbvkcvmm.org       TCP      4875 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1317 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (74.208.64.145) Transmission Control Protocol, Src Port:
4875 (4875), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1359 2009-09-22 21:44:19.885301 192.168.1.10          tawddgbpsj.cn         TCP      4893 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1359 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4893
(4893), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1361 2009-09-22 21:44:20.084925 192.168.1.10          vfdfbvkcvmm.org       TCP      lyskom > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1361 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
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(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
lyskom (4894), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1364 2009-09-22 21:44:20.118189 192.168.1.10          vfdfbvkcvmm.org       TCP      4895 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1364 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4895 (4895), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1366 2009-09-22 21:44:20.128141 192.168.1.10          vfdfbvkcvmm.org       TCP      4896 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1366 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4896 (4896), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1368 2009-09-22 21:44:20.198065 192.168.1.10          vfdfbvkcvmm.org       TCP      4897 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1368 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4897 (4897), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1370 2009-09-22 21:44:20.263621 192.168.1.10          tawddgbpsj.cn         TCP      4893 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 1370 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4893
(4893), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

   1371 2009-09-22 21:44:20.263672 192.168.1.10          tawddgbpsj.cn         HTTP     GET
/search?q=0 HTTP/1.0
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 Frame 1371 (202 bytes on wire, 202 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4893
(4893), Dst Port: http (80), Seq: 1, Ack: 1, Len: 148 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

   1373 2009-09-22 21:44:20.271134 192.168.1.10          vfdfbvkcvmm.org       TCP      4898 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1373 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4898 (4898), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1375 2009-09-22 21:44:20.311556 192.168.1.10          vfdfbvkcvmm.org       TCP      4895 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 1375 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4895 (4895), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

   1376 2009-09-22 21:44:20.311589 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 1376 (204 bytes on wire, 204 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4895 (4895), Dst Port: http (80), Seq: 1, Ack: 1, Len: 150 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

   1378 2009-09-22 21:44:20.464184 192.168.1.10          vfdfbvkcvmm.org       TCP      4898 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 1378 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4898 (4898), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info
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  1379 2009-09-22 21:44:20.464288 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 1379 (204 bytes on wire, 204 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4898 (4898), Dst Port: http (80), Seq: 1, Ack: 1, Len: 150 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

   1382 2009-09-22 21:44:20.505981 192.168.1.10          vfdfbvkcvmm.org       TCP      4895 > http 
RST  Seq=151 Win=0 Len=0

 Frame 1382 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (199.2.137.252) Transmission Control Protocol, Src Port:
4895 (4895), Dst Port: http (80), Seq: 151, Len: 0

 No. Time Source Destination Protocol Info

   1387 2009-09-22 21:44:20.642551 192.168.1.10          tawddgbpsj.cn         TCP      4893 > http 
FIN, ACK  Seq=149 Ack=150 Win=17275 Len=0

 Frame 1387 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4893
(4893), Dst Port: http (80), Seq: 149, Ack: 150, Len: 0

 No. Time Source Destination Protocol Info

   1389 2009-09-22 21:44:20.642923 192.168.1.10          tawddgbpsj.cn         TCP      4893 > http 
RST, ACK  Seq=150 Ack=242 Win=0 Len=0

 Frame 1389 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4893
(4893), Dst Port: http (80), Seq: 150, Ack: 242, Len: 0

 No. Time Source Destination Protocol Info

   1396 2009-09-22 21:44:21.019050 192.168.1.10          tawddgbpsj.cn         TCP      4893 > http 
RST  Seq=150 Win=0 Len=0

 Frame 1396 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port: 4893
(4893), Dst Port: http (80), Seq: 150, Len: 0
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 No. Time Source Destination Protocol Info

   1403 2009-09-22 21:44:22.928987 192.168.1.10          vfdfbvkcvmm.org       TCP      lyskom > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1403 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
lyskom (4894), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1406 2009-09-22 21:44:23.038349 192.168.1.10          vfdfbvkcvmm.org       TCP      4896 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1406 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4896 (4896), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1408 2009-09-22 21:44:23.086196 192.168.1.10          vfdfbvkcvmm.org       TCP      4896 > http 
ACK  Seq=1 Ack=1 Win=17424 Len=0

 Frame 1408 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4896 (4896), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0

 No. Time Source Destination Protocol Info

   1409 2009-09-22 21:44:23.086262 192.168.1.10          vfdfbvkcvmm.org       HTTP     GET
/search?q=0 HTTP/1.0

 Frame 1409 (201 bytes on wire, 201 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4896 (4896), Dst Port: http (80), Seq: 1, Ack: 1, Len: 147 Hypertext Transfer Protocol

 No. Time Source Destination Protocol Info

   1411 2009-09-22 21:44:23.147710 192.168.1.10          vfdfbvkcvmm.org       TCP      4897 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1411 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
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(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4897 (4897), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1413 2009-09-22 21:44:23.248855 192.168.1.10          vfdfbvkcvmm.org       TCP      4896 > http 
FIN, ACK  Seq=148 Ack=499 Win=16926 Len=0

 Frame 1413 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4896 (4896), Dst Port: http (80), Seq: 148, Ack: 499, Len: 0

 No. Time Source Destination Protocol Info

   1415 2009-09-22 21:44:23.249198 192.168.1.10          vfdfbvkcvmm.org       TCP      4896 > http 
ACK  Seq=149 Ack=500 Win=16926 Len=0

 Frame 1415 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
4896 (4896), Dst Port: http (80), Seq: 149, Ack: 500, Len: 0

 No. Time Source Destination Protocol Info

   1435 2009-09-22 21:44:28.944408 192.168.1.10          vfdfbvkcvmm.org       TCP      lyskom > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1435 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (83.68.16.6) Transmission Control Protocol, Src Port:
lyskom (4894), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   1437 2009-09-22 21:44:29.163143 192.168.1.10          vfdfbvkcvmm.org       TCP      4897 > http 
SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 1437 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: vfdfbvkcvmm.org (143.215.143.11) Transmission Control Protocol, Src Port:
4897 (4897), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   3821 2009-09-22 22:08:21.205545 192.168.1.10          HSIB.home             TCP      must-p2p >
microsoft-ds SYN  Seq=0 Win=16384 Len=0 MSS=1460
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 Frame 3821 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: HSIB.home (192.168.1.1) Transmission Control Protocol, Src Port:
must-p2p (3514), Dst Port: microsoft-ds (445), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   3823 2009-09-22 22:08:21.593326 192.168.1.10          HSIB.home             TCP      must-p2p >
microsoft-ds SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 3823 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: HSIB.home (192.168.1.1) Transmission Control Protocol, Src Port:
must-p2p (3514), Dst Port: microsoft-ds (445), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   3827 2009-09-22 22:08:22.140241 192.168.1.10          HSIB.home             TCP      must-p2p >
microsoft-ds SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 3827 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: HSIB.home (192.168.1.1) Transmission Control Protocol, Src Port:
must-p2p (3514), Dst Port: microsoft-ds (445), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   3977 2009-09-22 22:09:32.106777 192.168.1.10          192.168.1.20          TCP      iniserve-port >
microsoft-ds SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 3977 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: 192.168.1.20 (00:01:02:1d:42:a7) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: 192.168.1.20 (192.168.1.20) Transmission Control Protocol, Src Port:
iniserve-port (3560), Dst Port: microsoft-ds (445), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   3980 2009-09-22 22:09:32.465645 192.168.1.10          192.168.1.20          TCP      iniserve-port >
microsoft-ds SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 3980 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: 192.168.1.20 (00:01:02:1d:42:a7) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: 192.168.1.20 (192.168.1.20) Transmission Control Protocol, Src Port:
iniserve-port (3560), Dst Port: microsoft-ds (445), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info
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  3982 2009-09-22 22:09:33.012521 192.168.1.10          192.168.1.20          TCP      iniserve-port >
microsoft-ds SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 3982 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: 192.168.1.20 (00:01:02:1d:42:a7) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: 192.168.1.20 (192.168.1.20) Transmission Control Protocol, Src Port:
iniserve-port (3560), Dst Port: microsoft-ds (445), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   5858 2009-09-22 22:24:33.056792 192.168.1.10          192.168.1.240         TCP      tigv2 >
microsoft-ds SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 5858 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: 192.168.1.240 (00:08:da:51:03:d1) Internet Protocol, Src:
192.168.1.10 (192.168.1.10), Dst: 192.168.1.240 (192.168.1.240) Transmission Control
Protocol, Src Port: tigv2 (4124), Dst Port: microsoft-ds (445), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

   5863 2009-09-22 22:24:36.087801 192.168.1.10          192.168.1.240         TCP      tigv2 >
microsoft-ds SYN  Seq=0 Win=16384 Len=0 MSS=1460

 Frame 5863 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: 192.168.1.240 (00:08:da:51:03:d1) Internet Protocol, Src:
192.168.1.10 (192.168.1.10), Dst: 192.168.1.240 (192.168.1.240) Transmission Control
Protocol, Src Port: tigv2 (4124), Dst Port: microsoft-ds (445), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

  10877 2009-09-22 23:01:23.529791 192.168.1.20          192.168.1.10          TCP      1027 >
microsoft-ds SYN  Seq=0 Win=65535 Len=0 MSS=1460

 Frame 10877 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: 192.168.1.20
(00:01:02:1d:42:a7), Dst: Dell_2e:9e:54 (00:1e:c9:2e:9e:54) Internet Protocol, Src: 192.168.1.20
(192.168.1.20), Dst: 192.168.1.10 (192.168.1.10) Transmission Control Protocol, Src Port: 1027
(1027), Dst Port: microsoft-ds (445), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

  10879 2009-09-22 23:01:23.530034 192.168.1.20          192.168.1.10          TCP      1027 >
microsoft-ds ACK  Seq=1 Ack=1 Win=65535 Len=0

 Frame 10879 (60 bytes on wire, 60 bytes captured) Ethernet II, Src: 192.168.1.20
(00:01:02:1d:42:a7), Dst: Dell_2e:9e:54 (00:1e:c9:2e:9e:54) Internet Protocol, Src: 192.168.1.20
(192.168.1.20), Dst: 192.168.1.10 (192.168.1.10) Transmission Control Protocol, Src Port: 1027
(1027), Dst Port: microsoft-ds (445), Seq: 1, Ack: 1, Len: 0
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 No. Time Source Destination Protocol Info

  10880 2009-09-22 23:01:23.530178 192.168.1.20          192.168.1.10          SMB      Negotiate
Protocol Request

 Frame 10880 (105 bytes on wire, 105 bytes captured) Ethernet II, Src: 192.168.1.20
(00:01:02:1d:42:a7), Dst: Dell_2e:9e:54 (00:1e:c9:2e:9e:54) Internet Protocol, Src: 192.168.1.20
(192.168.1.20), Dst: 192.168.1.10 (192.168.1.10) Transmission Control Protocol, Src Port: 1027
(1027), Dst Port: microsoft-ds (445), Seq: 1, Ack: 1, Len: 51 NetBIOS Session Service SMB
(Server Message Block Protocol)

 No. Time Source Destination Protocol Info

  10882 2009-09-22 23:01:23.530498 192.168.1.20          192.168.1.10          SMB      Session Setup
AndX Request, User: anonymous

 Frame 10882 (131 bytes on wire, 131 bytes captured) Ethernet II, Src: 192.168.1.20
(00:01:02:1d:42:a7), Dst: Dell_2e:9e:54 (00:1e:c9:2e:9e:54) Internet Protocol, Src: 192.168.1.20
(192.168.1.20), Dst: 192.168.1.10 (192.168.1.10) Transmission Control Protocol, Src Port: 1027
(1027), Dst Port: microsoft-ds (445), Seq: 52, Ack: 134, Len: 77 NetBIOS Session Service SMB
(Server Message Block Protocol)

 No. Time Source Destination Protocol Info

  10884 2009-09-22 23:01:23.530832 192.168.1.20          192.168.1.10          TCP      1027 >
microsoft-ds FIN, ACK  Seq=129 Ack=238 Win=65298 Len=0

 Frame 10884 (60 bytes on wire, 60 bytes captured) Ethernet II, Src: 192.168.1.20
(00:01:02:1d:42:a7), Dst: Dell_2e:9e:54 (00:1e:c9:2e:9e:54) Internet Protocol, Src: 192.168.1.20
(192.168.1.20), Dst: 192.168.1.10 (192.168.1.10) Transmission Control Protocol, Src Port: 1027
(1027), Dst Port: microsoft-ds (445), Seq: 129, Ack: 238, Len: 0

 No. Time Source Destination Protocol Info

  10886 2009-09-22 23:01:23.531042 192.168.1.20          192.168.1.10          TCP      1027 >
microsoft-ds ACK  Seq=130 Ack=239 Win=65298 Len=0

 Frame 10886 (60 bytes on wire, 60 bytes captured) Ethernet II, Src: 192.168.1.20
(00:01:02:1d:42:a7), Dst: Dell_2e:9e:54 (00:1e:c9:2e:9e:54) Internet Protocol, Src: 192.168.1.20
(192.168.1.20), Dst: 192.168.1.10 (192.168.1.10) Transmission Control Protocol, Src Port: 1027
(1027), Dst Port: microsoft-ds (445), Seq: 130, Ack: 239, Len: 0

 No. Time Source Destination Protocol Info

  10887 2009-09-22 23:01:23.560636 192.168.1.20          192.168.1.10          TCP      1028 > http 
SYN  Seq=0 Win=65535 Len=0 MSS=1460
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 Frame 10887 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: 192.168.1.20
(00:01:02:1d:42:a7), Dst: Dell_2e:9e:54 (00:1e:c9:2e:9e:54) Internet Protocol, Src: 192.168.1.20
(192.168.1.20), Dst: 192.168.1.10 (192.168.1.10) Transmission Control Protocol, Src Port: 1028
(1028), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

  10891 2009-09-22 23:01:24.028406 192.168.1.20          192.168.1.10          TCP      1028 > http 
SYN  Seq=0 Win=65535 Len=0 MSS=1460

 Frame 10891 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: 192.168.1.20
(00:01:02:1d:42:a7), Dst: Dell_2e:9e:54 (00:1e:c9:2e:9e:54) Internet Protocol, Src: 192.168.1.20
(192.168.1.20), Dst: 192.168.1.10 (192.168.1.10) Transmission Control Protocol, Src Port: 1028
(1028), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

  10895 2009-09-22 23:01:24.465869 192.168.1.20          192.168.1.10          TCP      1028 > http 
SYN  Seq=0 Win=65535 Len=0 MSS=1460

 Frame 10895 (62 bytes on wire, 62 bytes captured) Ethernet II, Src: 192.168.1.20
(00:01:02:1d:42:a7), Dst: Dell_2e:9e:54 (00:1e:c9:2e:9e:54) Internet Protocol, Src: 192.168.1.20
(192.168.1.20), Dst: 192.168.1.10 (192.168.1.10) Transmission Control Protocol, Src Port: 1028
(1028), Dst Port: http (80), Seq: 0, Len: 0

 No. Time Source Destination Protocol Info

  32021 2009-09-22 23:12:17.380365 192.168.1.10          tawddgbpsj.cn         TCP      audio-activmail
> http RST  Seq=1 Win=0 Len=0

 Frame 32021 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
audio-activmail (1397), Dst Port: http (80), Seq: 1, Len: 0

 No. Time Source Destination Protocol Info

  32035 2009-09-22 23:12:22.384317 192.168.1.10          tawddgbpsj.cn         TCP      cadkey-tablet
> http RST  Seq=1 Win=0 Len=0

 Frame 32035 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
cadkey-tablet (1400), Dst Port: http (80), Seq: 1, Len: 0

 No. Time Source Destination Protocol Info
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 32679 2009-09-22 23:17:30.506719 192.168.1.10          tawddgbpsj.cn         TCP      winddlb > http 
RST  Seq=1 Win=0 Len=0

 Frame 32679 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
winddlb (1565), Dst Port: http (80), Seq: 1, Len: 0

 No. Time Source Destination Protocol Info

  32689 2009-09-22 23:17:35.518291 192.168.1.10          tawddgbpsj.cn         TCP      tsspmap > http
RST  Seq=1 Win=0 Len=0

 Frame 32689 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
tsspmap (1568), Dst Port: http (80), Seq: 1, Len: 0

 No. Time Source Destination Protocol Info

  32910 2009-09-22 23:19:33.431587 192.168.1.10          tawddgbpsj.cn         TCP     
xs-openstorage > http RST  Seq=1 Win=0 Len=0

 Frame 32910 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
xs-openstorage (1619), Dst Port: http (80), Seq: 1, Len: 0

 No. Time Source Destination Protocol Info

  33479 2009-09-22 23:24:59.419453 192.168.1.10          tawddgbpsj.cn         TCP      t128-gateway
> http RST  Seq=1 Win=0 Len=0

 Frame 33479 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
t128-gateway (1627), Dst Port: http (80), Seq: 1, Len: 0

 No. Time Source Destination Protocol Info

  35143 2009-09-22 23:40:27.373205 192.168.1.10          tawddgbpsj.cn         TCP      skip-mc-gikreq
> http RST  Seq=1 Win=0 Len=0

 Frame 35143 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
skip-mc-gikreq (1660), Dst Port: http (80), Seq: 1, Len: 0
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 No. Time Source Destination Protocol Info

  35401 2009-09-22 23:42:56.410040 192.168.1.10          tawddgbpsj.cn         TCP      netview-aix-3
> http RST  Seq=1 Win=0 Len=0

 Frame 35401 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
netview-aix-3 (1663), Dst Port: http (80), Seq: 1, Len: 0

 No. Time Source Destination Protocol Info

  36015 2009-09-22 23:48:44.381050 192.168.1.10          tawddgbpsj.cn         TCP      netview-aix-10
> http RST  Seq=1 Win=0 Len=0

 Frame 36015 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
netview-aix-10 (1670), Dst Port: http (80), Seq: 1, Len: 0

 No. Time Source Destination Protocol Info

  36181 2009-09-22 23:50:16.673136 192.168.1.10          tawddgbpsj.cn         TCP      prolink > http 
RST  Seq=1 Win=0 Len=0

 Frame 36181 (54 bytes on wire, 54 bytes captured) Ethernet II, Src: Dell_2e:9e:54
(00:1e:c9:2e:9e:54), Dst: HSIB.home (00:19:4b:f3:54:12) Internet Protocol, Src: 192.168.1.10
(192.168.1.10), Dst: tawddgbpsj.cn (221.7.91.31) Transmission Control Protocol, Src Port:
prolink (1678), Dst Port: http (80), Seq: 1, Len: 0
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